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Summary

Parties

This agreement is made between

The Learning Centre, George Street Luton, LU1 SRD (‘the School’); and

A Listening Ear of 32 Support Street, Harpenden, AL5 2LX (the partner),

Each of the parties agreeing to share information under this agreement do so under the guiding principles outlined in the Data Protection Act 2018.

The signatories of this agreement are representing the organisations named above. 
Term of the Agreement

This Agreement is a rolling agreement which lasts for at least a period of two years. This remains an active document until it is updated. The signatories (or their delegated representatives) will review this agreement every two years or at such time as is required by a relevant change in circumstances, such as a change in legislation or a change in the parties to this agreement.

Main Considerations

The School requires data from its partners to fulfil both statutory and non-statutory functions [delete as appropriate].
Where possible any data shared outside of the school will be anonymised. Where this is not possible the school will expect partners to enter into an information sharing agreement.

In order to enter into an information sharing agreement the school will provide to and require detailed information from its partners including:

I. The type(s) of data being shared

II. The sources of data being shared

III. The legal basis on which the data is being collected and shared

IV. If required, how consent will be gathered

V. How often the data is being shared

VI. How will the data be shared securely

VII. Who has access to the data

VIII. How and when the data will be deleted/destroyed

The data items included in this Agreement cover those required by the school and/or its partners to fulfil its/their business functions. 

This agreement clearly identifies all the organisations that will be involved in data sharing and includes contact details for both a lead officer in the area concerned and the organisation’s Data Protection Officer. 

Definitions and Interpretations

Please refer to the glossary for an explanation of the words and phrases used in this document.
It is Agreed that: 
Purpose of this Data Sharing Agreement

	The aims and objectives of this data sharing agreement are:
	

	This section should be completed in precise terms so that all parties are clear as to the purposes for which data may be shared and shared data may be used.

	The aims and objectives of this data sharing agreement are:



	Clearly outline the benefits this data sharing will bring to the participating organisations, to individuals or to society more widely.


	The types of data that can be shared under this agreement are personal data, special category (sensitive) data and data about children. If the data is not listed in the table below then the data cannot be shared under this agreement:

	Data Type
	Data description
	Data code *

	Personal Data
	Name

APP

DOB
	001

002

003

Is some missing?

	Special Category (sensitive) data
	Medical 


	007




*This data code will be used throughout this document to represent the data type/descriptions set out above

	This data set out in this agreement will sourced from:
	

	Data code
	Data Source
	Data Format
	Frequency of sharing

	001 – 004/7
	SIMS 
	Excel spreadsheet
	As required


Lawful Basis for Sharing
All organisations are required by law to clearly set out a legal basis for sharing data. This information will then be used to develop privacy statements.

This section of the agreement sets out the legal basis by which information is being processed and shared and how any disclosures are compliant with the Data Protection Act 2018.

	The purpose and legal basis that this agreement relies on to share data is:
	

	Data code
	Purpose*
	Lawful basis code**
	Legislation relied upon
	Special condition code***

	All
	Identifying students which require medical purposes
	LB1
	Could rely on public task
	SCC9 SCC7


Guidance note delete when completed:

*Include all the purposes each party may use it for, e.g. education complaint handling, strategic planning, monitoring or research

**lawful bases codes are set out in Appendix 1

*** Special condition codes are set out in Appendix 2

Consent

If consent is relied on for sharing information then parties to this agreement will need to develop mechanisms to gather consent before information is shared.

This section of the agreement sets out where consent is required and how consent will be collected

	Consent will be gathered before the following data is shared:
	

	Data code
	How will consent be obtained?
	How will consent be withdrawn

	
	Written/verbal consent from parents should be written, this is medical treatment
	Verbal/written


Agreement Principles

All information sharing agreements approved by the school will comply with the law. As custodians of this data, the Parties are required to ensure that personal information is handled properly and to understand their specific obligations and responsibilities. 

	By entering into this Agreement all parties agree to follow the guiding principles set out in the following law/best practice :
	

	I. Data Protection Act 2018 

II. Human Rights Act 1998 (article 8)

III. Freedom of Information Act 2000

IV. The Common Law Duty of Confidence

V. Equality Act 2010


Guidance note Delete when completed: 

* List any other legislation/best practice required as part of this agreement

Data management and Sharing Principles

All signatories shall abide by the following principles:
I. The data will only be used for the purpose for which it was intended.  

II. All partners and external providers of external services that handle personal data have an information security policy in place which is strictly adhered to by all staff members when dealing with information. 

III. Data sharing contacts will retain data exchanged in a secure ICT system for the period it is required and will destroy data when no longer required. 

IV. The use of unsecured email will NOT be accepted to send or receive any sensitive data. 

V. Data exchanged is quality assured to ensure accuracy and completeness. Where necessary, the school may request data items to be re-checked where accuracy is in doubt and resubmitted

VI. Data will be held by the parties in accordance with their respective retention schedules and securely destroyed at the end of that period

VII. Personal data, special category data or data about children shared under this agreement will not be shared via hard copy. In cases were this data cannot be transferred by secure IT systems then it will be loaded onto an encrypted memory device and sent by registered post to a named individual.

VIII. The school and the Parties to this agreement will issue a Privacy Notice at the time it collects this data which complies with the requirements of the Data Protection Act 2018. 
Data Protection
I. The school shall be the Data Controller of all information it holds. Once information is shared with the partner under the terms of this agreement the partner also becomes a Data Controller of that information. 

II. Equally once the partner shares information with the school under the terms of this agreement the school becomes the Data Controller of that information.

III. Both parties shall each comply with their obligations under the relevant legislation (set out in section 5 above) and will not breach their common law duty of confidentiality.
IV. Privacy Notices will be provided to the data subjects or their representatives. All parties will use the data supplied for the purposes stated within this Agreement. 

V. Data which falls within this Agreement must be anonymised if used for training purposes.

Freedom of Information Act 2000 (FOI) and Environmental Information Regulations 2004

I. For the purposes of FOI, the parties are each Data Controllers for any information which has been exchanged, if they are covered by that legislation.

II. Any partner holding information for the School ll provide it to the School to assist with its response to any FOI/EIR request, in a reasonable period of time and at its own expense.

Complaints and Breaches of Confidentiality

I. This Agreement is subject to the formal Complaints Process of the school. Any breaches of data protection legislation will be dealt with by the disciplinary procedures of the relevant partner or the school.  In the event of any breach of confidentiality, immediate discussions will take place between the named designated officers to determine the required action (and notification to the Information Commissioner’s Office where deemed necessary).

II. Where security/confidentiality has been breached, this Agreement can be suspended for 15 days whilst investigations take place by a panel represented by signatories of this Agreement.

III. A deliberate breach the Data Protection policy will likely constitute an offence under the Data Protection Act 2018, and if proven will result in disciplinary action up to and including dismissal. An accidental breach may be considered as a breach of the Data Protection Act and may lead to disciplinary action being taken.

Indemnity

I. All parties to this Agreement will keep the other party fully indemnified against any and all costs, expenses and claims arising out of any breach of this Agreement and in particular, but without limitation, the unauthorised or unlawful access, loss, theft, use, destruction or disclosure by the offending party or its employees, agents or any other person within the control of the offending party of any data obtained in connection with this Agreement.

II. Each Party indemnifies the other against a breach of the Data Protection Act 2018, and shall ensure that the Party who has not committed a breach shall not be liable for any cost, losses, damages or payments required as a result of such breach.

Termination/Amendment of this Agreement

I. This Agreement shall continue in force until a notice of termination is provided by the partner to the School. Where no notice has been served this Agreement shall continue.

II. This Agreement may be terminated by a party giving at least 30 days notice in writing to the other party. Where the Agreement Is terminated neither party shall be responsible for any damages, loss and any form of expenditure incurred by the other Party.

Agreement Terms of Reference

I. This Agreement and its operations are subject to review and updating by either and both Parties to ensure that they remain relevant and updated. Each party shall, upon demand, show the other Party its policies and procedures upon which this Agreement relies and demonstrate that the policies and procedures are being complied with.

II. Where it is reasonably determined that further information is necessary to fulfil statutory duties and / or requirements, amendments can be made to this Agreement but only where such amendments are in writing and are expressly accepted by the Parties.

III. The Parties agree to be bound by the terms set out above and this Agreement is executed on the date first written above. 

Schedule 1 - Signatures of all parties bound by this agreement
	For and on behalf of XXXXX School:
	

	Name:
	

	Position
	

	Signature
	

	Date
	

	For and on behalf of the Partner (1):
	

	Name:
	

	Position
	

	Signature
	

	Date
	

	Partner 

name
	

	For and on behalf of the Partner (2):
	

	Name:
	

	Position
	

	Signature
	

	Date
	

	Partner 

name
	


*Continue on a separate sheet for each partner signed up to this agreement

Schedule 2 - Data supplied by the School  to the parties 

Insert all the data codes identified at section 1 and list who you may share it with 

	Data code
	Provided to 

	001
	

	
	

	
	


Schedule 3 - Data shared by the partners to the school and other partners

Insert all the data code identified in section 1 and identify who you may share it with 

	Data code
	Provided to 

	001
	

	
	

	
	


Appendix 1 – Lawful basis for sharing information


Each partner should identify the lawful basis for each category of data they are sharing and enter it in the table 3 above.

The lawful basis for sharing are:-

	Code
	Lawful basis

	LB1
	Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

	LB2
	Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

	LB3
	Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

	LB4
	Vital interests: the processing is necessary to protect someone’s life

	LB5
	Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

	LB6
	Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply to a public authority processing data to perform your official tasks.)


Appendix 2 – Conditions for processing special category data


Special category data is personal data which is more sensitive than normal personal data and so needs more protection. In order to lawfully process special category data, you must identify both a lawful basis and a separate condition for processing special category data. These do not have to be linked.

Special category data is classified as:

	Race
	Genetics

	Ethnic origin
	Biometrics (where used for ID purposes);

	Politics
	Health

	Religion
	Sex life; or

	Trade union membership
	Sexual orientation


In order to share special category data you must determine your lawful basis and the special category condition for processing (below) before completing section 3 above. 

SCC9 will be most commonly used by public authorities.

	Code
	Special Category Condition

	SCC1
	the data subject has given explicit consent to the processing of those personal data for one or more specified purposes; 

	SCC2
	necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law or a collective agreement 

	SCC3
	necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;

	SCC4
	it is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;

	SCC5
	personal data which are manifestly made public by the data subject;

	SCC6
	necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;

	SCC7
	necessary for reasons of substantial public interest, which is proportionate to the aim pursued, respects and contains appropriate safeguards  

	SCC8
	processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of law or pursuant to contract with a health professional 

	SCC9
	necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices

	SCC10
	necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with law which shall be proportionate to the aim pursued


Appendix 3 – Data Management Processes


· Data managers must ensure that unauthorised staff and other individuals are prevented from gaining access to personal data
· Ensure visitors are received and supervised at all times in areas where personal data is stored
· Ensure that all computer systems that contain personal data are password protected. The level of security should depend on the type of data held, but ensure that only those who need to use the data have access
· Ensure all staff are advised not to leave workstation/PC signed on when not 
using it
· Lock away memory sticks or printouts when not in use
· Ensure all new software is virus-checked prior to loading onto an organisation’s computer. Do the same for disks, memory sticks and any other similar removable device
· Exercise caution in what is sent via email and to whom it is sent; do not transmit personal data by email
· Check that the intended recipient of a fax containing personal data is aware that it is being sent and can ensure security on delivery
· Ensure your paper files are stored in secure locations and only accessed by those who need to use them
· Do not disclose personal data to anyone other than the Data Subject unless you have the Data Subject’s consent, or it is a registered disclosure, required by law, or permitted by a Data Protection Act 2018 exemption
· Do not leave information on public display in any form
Appendix 4 – Glossary of terms
	Agreement
	means this agreement

	AUP
	Acceptable Use Policy (signed by all users within an It can be part of a Safeguarding Policy.

	Data Controller
	a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed.

	Data Processor
	in relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller

	DPA Principles
	shall mean the principles listed in the Data Protection Act 2018

	Sensitive Personal Data
	is data that relates to racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation and therefore needs to be handled with extra care
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